Secure Browsing Self-Audit Checklist

20-Point SSL & HTTPS Awareness Audit

1 Do I check for HTTPS before logging in?

1 Do Il understand what SSL actually does?

1 Do linspect domains carefully?

1 Do l avoid ignoring browser certificate warnings?
1 Do I know HTTPS does not guarantee honesty?
1 Do I avoid blind clicking from SMS/email?

I Do | use bookmarks for sensitive services?

I Is my browser updated?

1 Do I avoid risky public Wi-Fi logins?

[J Do | understand session theft risk?

1 Do linspect checkout trust signals?

1 Do I review website warnings seriously?

1 Does my own website have valid SSL?

1 Are all pages loading securely?

1 Do I know expired certificates hurt trust?

I Do l understand public hotspot risk?

1 Do | know padlock # safe business?

1 Do I avoid “continue anyway” behaviour?

1 Do I review browser address bars habitually?

1 Do | practice monthly secure browsing awareness?

Scoring:

17-20 = Strong secure browsing awareness
12-16 = Moderate browsing risk remains
0-11 = High casual exposure online



